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Values and Ethos 

Our values and ethos are inclusive and child centered. Our Trust is founded on the 

principles of inclusivity, diversity and fairness, and they are fundamental to our delivery of 

exceptional learning experiences. 

 

EVAT stands for: 

• Excellence and high standards 

- a can-do culture and no-excuses ethos 

• Values driven with a deep sense of moral purpose 

- putting children and young people first 

- behaving ethically 

• Ambition and aspiration for all 

- irrespective of background or barriers – being truly inclusive 

• Teamwork 

- we do more, better and faster, together 

 

We are a village. We collaborate, with our learners, their families and our communities, to 

provide exceptional education so that all the children and young people we serve 

achieve the best possible outcomes. 

 

 

Our Ethos is to: 

 

• Create a nurturing and friendly atmosphere and provide an environment where 

everyone feels valued for who they are 

• Bring out the best in every child and young person and meet the full range of their 

individual needs 
• Provide different and unique experiences, challenges and activities 

• Show tolerance and respect for each other 

• Prepare our children and young people for lifelong learning 

• Improve the life chances of every child and young person we serve. 
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N.B. Where reference is made to an ‘Academy’ or a ‘Academy’ the intention is that the 

policy is universal and applies to both. Any reference to Principal may also include 

Executive Principal, Head of Academy or another member of ELE or TDG. 
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Aims 

The Education Village Academy Trust (EVAT or ‘the Trust’) is required to keep and process 

certain information about its staff members and pupils in accordance with its legal 

obligations under data protection legislation. The Trust may, from time to time, be required 

to share personal information about its staff or pupils with other organisations, mainly the 

DfE, local authorities, other academies and educational bodies. 

 

Through this policy our aims are to ensure all staff, Trustees and Education Standards 

Committee (ESC) members are aware of their responsibilities, and to outline how the Trust 

complies with the Data Protection core principles.  This policy provides a single portfolio for 

all persons to understand how data protection law is enacted in EVAT’s everyday role as an 

educational provider.  This policy furthermore demonstrates how EVAT upholds the rights 

and freedoms of persons directly and indirectly affected by data protection rules in its role 

as an education provider. 

This policy applies to all personal data, regardless of whether they are in paper or electronic 

form. 

 

 

Legislation and guidance 

This policy has due regard to legislation, including, but not limited to the following: 
• Academy Standards and Framework Act 1998 

• Freedom of Information Act 2000 

• The Freedom of Information and Data Protection (Appropriate Limit and Fees) 

Regulations 2004 

• Data Protection Act 2018 

• UK General Data Protection Regulations 2021 

• Online Safety Act 2023 

• Data (Use and Access) Act 2025 

 

The General Data Protection Regulation 2021 replaces the UK Data Protection Directive of 

1995 and supersedes laws that were developed in compliance with the Data Protection 

Directive 95/46/EC. Its purpose is to protect the “rights and freedoms” of natural persons (i.e. 

living individuals) and to ensure that personal data is not processed without their knowledge, 

and, wherever possible, that it is processed with their consent.  

 

Material scope (Article 2) – the GDPR applies to the processing of personal data wholly or 

partly by automated means (i.e. by computer) and to the processing other than by 

automated means of personal data (i.e. paper records) that form part of a filing system or 

are intended to form part of a filing system. 

 

Territorial scope (Article 3) – the GDPR will apply to all controllers that are established in the 

UK who process the personal data of data subjects, in the context of that establishment. It 

will also apply to controllers outside of the UK that process personal data in order to offer 

goods and services, or monitor the behaviour of data subjects who are resident in the UK. 

 

In addition, this policy complies with our Funding Agreement and Articles of Association. 
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Definitions 
 

Term Definition 

Establishment The main establishment of the controller in the UK 

will be the place in which the controller makes 

the main decisions as to the purpose and means 

of its data processing activities. The main 

establishment of a processor in the UK will be its 

administrative centre. If a controller is based 

outside the UK, it will have to appoint a 

representative in the jurisdiction in which the 

controller operates to act on behalf of the 

controller and deal with supervisory authorities. 

Personal data 

The UK GDPR applies to both electronic 

personal data and to manual filing 

systems 

Any information relating to an identified or 

identifiable natural person ('data subject'); an 

identifiable natural person is one who can be 

identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an 

identification number, location data, an online 

identifier or to one or more factors specific to the 

physical, physiological, genetic, mental, 

economic, cultural or social identity of that 

natural person. 

Special categories of personal data Personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, 

or trade-union membership, and the processing of 

genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data 

concerning health or data concerning a natural 

person's sex life or sexual orientation. 

Data Controller The natural or legal person, public authority, 

agency or other body which, alone or jointly with 

others, determines the purposes and means of 

the processing of personal data; where the 

purposes and means of such processing are 

determined by UK law, the controller or the 

specific criteria for its nomination may be 

provided for by UK law 

Data Processor The natural or legal person, public authority, 

agency or other body which processes personal 

data on behalf of the controller 
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Data subject The identified or identifiable living individual to 

whom personal data relates 

Data Protection Officer Under the GDPR, some organisations need to 

appoint a Data Protection Officer (DPO) who is 

responsible for informing them of and advising 

them about their data protection obligations 

and monitoring their compliance with them 

Processing In relation to personal data, means any 

operation or set of operations which is performed 

on personal data or on sets of personal data 

(whether or not by automated means, such as 

collection, recording, organisation, structuring, 

storage, alteration, retrieval, consultation, use, 

disclosure, dissemination, restriction, erasure or 

destruction) 

Profiling Any form of automated processing of personal 

data intended to evaluate certain personal 

aspects relating to a natural person, or to 

analyse or predict that person’s performance at 

work, economic situation, location, health, 

personal preferences, reliability, or behaviour. 

This definition is linked to the right of the data 

subject to object to profiling and a right to be 

informed about the existence of profiling, of 

measures based on profiling and the envisaged 

effects of profiling on the individual 

Personal data breach A breach of security leading to the accidental, 

or unlawful, destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal 

data transmitted, stored, or otherwise processed. 

There is an obligation on the controller to report 

personal data breaches to the supervisory 

authority and where the breach is likely to 

adversely affect the personal data or privacy of 

the data subject 

Data Subject Consent Any freely given, specific, informed and 

unambiguous indication of the data subject's 

wishes by which he or she, by a statement or by 

a clear affirmative action, signifies agreement to 

the processing of personal data 

Child UK GDPR 2021 defines a child as anyone under 

the age of 13 by UK law. The processing of 

personal data of a child is only lawful if parental 

or custodian consent has been obtained. The 

controller shall make reasonable efforts to verify 

in such cases that consent is given or authorised 

by The Parent.  Children under the age of 13 are 

not usually considered able to give consent to 
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process data or to directly access the rights of a 

data subject.  The Parent is able to undertake 

this role providing this is in the best interests of the 

child. Children should be provided with age-

appropriate advice about how their data is used 

Third Party Natural or legal person, public authority, agency 

or body other than the data subject, controller, 

processor and persons who, under the direct 

authority of the controller or processor, are 

authorised to process personal data 

Filing System Any structured set of personal data which are 

accessible according to specific criteria, 

whether centralised, decentralised or dispersed 

on a functional or geographical basis 

The Data Controller 

The Trust processes personal data relating to parents, carers pupils, staff, governors, visitors 

and others, and therefore is a data controller. 

The Trust is registered as a Controller with the Information Commissioner’s Office (ICO) and 

will renew this registration annually or as otherwise legally required. Under the UK GDPR, the 

Data Controller is responsible for compliance with, and demonstrating compliance with, all 

the data protection principles as well as the other UK GDPR requirements. The Data 

Controller is also responsible for the compliance of Trust processors. 
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Roles and Responsibilities 

This policy applies to Trust staff, Trustees and ESC members, volunteers and to external 

organisations or individuals working on our behalf. Staff who do not comply with this policy 

may face disciplinary action. Trustees and ESC members who do not comply with this policy 

may be asked to step down from their positions. 

 

Board of Trustees 

The Board has overall responsibility for ensuring that the Trust complies with all relevant data 

protection obligations. 

 

Chief Executive Officer (CEO) 

The CEO acts as the representative of the data controller on a day-to-day basis and is also 

the Trust’s Accounting Officer (AO). 

 

Senior Information Risk Owner (SIRO) 

The Senior Information Risk Owner is responsible for the Trust’s information risk policy, acts as 

champion for information risk at the Board, and provides advice to the CAO on the content 

of the organisation’s statement of internal control in regard to information risk. Within the 

Trust the role of SIRO is the responsibility of the Deputy Chief Executive Officer (DCEO)  

 

Information Asset Owner 

An Information Asset Owner (IAO) is the individual responsible for an information asset, 

understands the value of that information and the potential risks associated with it. The Trust 

will ensure that IAOs are appointed based on sufficient seniority and level of responsibility. 

IAOs are responsible for the security and maintenance of their information assets. This 

includes ensuring that other members of staff are using the information safely and 

responsibly. The role also includes determining the retention period for the asset, and when 

destroyed, ensuring this is done so securely. 

 

Specific Point of Contact (SPOC) 

The SPOC is the first point of contact for individuals whose data EVAT processes and is 

responsible for: 

• Overseeing the implementation of this policy 

• Monitoring the Trust’s compliance with the UK GDPR other data protection laws 

• Informing and advising the Trust and its employees about their obligations to comply 

with GDPR and other laws 
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• Managing internal data protection activities, advising on Data Protection Impact 

Assessments (DPIAs) conducting internal audits and delivering mock exercises to the 

organisaton’s strategic leaders 

• Developing related policies and guidelines where applicable 

• Processing Subject Access Requests. 

They will provide a quarterly report of their activities directly to the Board and, where 

relevant, report to the Board their advice and recommendations on EVAT data protection 

issues. Within the Trust the role of SPOC is the responsibility of the Head of Governance & 

Assurance, who will liaise with IT Systems  the SIRO and school Data Protection Leads 

accordingly. 

Data Protection Officer (DPO) 

 

Data Protection Officer (DPO), a role specified in the UK GDPR 2021, is accountable to the 

Board of Trustees for the management of personal data within The Trust for ensuring that 

compliance with data protection legislation and good practice can be demonstrated. This 

accountability includes: 

• development and implementation of the GDPR as required by this policy; and  

• security and risk management in relation to compliance with the policy. 

 

The DPO, who the Governing Body considers to be suitably qualified and experienced, has 

been appointed to take responsibility for The Trust’s compliance with this policy on a day-to-

day basis and, in particular, has direct responsibility for ensuring that The Trust complies with 

the GDPR, as do Manager’s in respect of data processing that takes place within their area 

of responsibility.   

 

The Data Protection Officer (DPO) has specific responsibilities in respect of procedures such 

as the Subject Access Request Procedure and are the first point of call for Employees seeking 

clarification on any aspect of data protection compliance. 

All staff 

Staff are responsible for: 

• Collecting, storing and processing any personal data in accordance with this policy 

• Informing the Trust of any changes to their personal data, such as a change of 

address 

• Contacting the SPOC in the following circumstances: 

o With any questions about the operation of this policy, data protection law, 
retaining personal data or keeping personal data secure 

o If they have any concerns that this policy is not being followed 

o If they are unsure whether or not they have a lawful basis to use personal data 
in a particular way 

o If they need to rely on or capture consent, draft a privacy notice, deal with 
data protection rights invoked by an individual, or transfer personal data 
outside the UK and the European Economic Area 

o If there has been a data breach, or if one is suspected 

o Whenever they are engaging in a new activity that may affect the privacy 
rights of individuals 

o If they need help with any contracts or sharing personal data with third parties. 
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Data Protection Principles 

All processing of personal data must be conducted in accordance with the data 

protection principles as set out in Article 5 of the GDPR. The Trust policies and procedures 

are designed to ensure compliance with the principles. 

 

Personal data must be processed lawfully, fairly and transparently. 

Lawful – identify a lawful basis before you can process personal data. These are often 

referred to as the “conditions for processing” and include: 

o Given consent (Article 6, 1a) 

o Contractual obligation (Article 6, 1b) 

o Legal obligation (Article 6, 1c) 

o In the vital interest(s) of the data subject(s) (Article 6, 1d) 

o In the public interest(s) (Article 6, 1e) 

o In the legitimate interest(s) of the controller / third-party (Article 6, 1f) 

 

Fairly – in order for processing to be fair, the data controller has to make certain 

information available to the data subjects as practicable. This applies whether the 

personal data was obtained directly from the data subjects or from other sources.  

 

The GDPR has increased requirements about what information should be available to 

data subjects, which is covered in the ‘Transparency’ requirement. 

 

Transparently – the GDPR includes rules on giving privacy information to data subjects in 

Articles 12, 13 and 14. These are detailed and specific, placing an emphasis on making 

privacy notices understandable and accessible. Information must be communicated to 

the data subject in an intelligible form using clear and plain language.  

The Trust Privacy Notice Procedure is set out in the Privacy Notice Policy. 

 

The specific information that must be provided to the data subject must, as a minimum, 

include: 

o the identity and the contact details of the controller and, if any, of the 

controller's representative; 

o the contact details of the Data Protection Officer (DPO); 

o the purposes of the processing for which the personal data are intended as 

well as the legal basis for the processing; 

o the period for which the personal data will be stored; 

o the existence of the rights to request access, rectification, erasure or to 

object to the processing, and the conditions (or lack of) relating to 

exercising these rights, such as whether the lawfulness of previous processing 

will be affected; 

o the categories of personal data concerned; 

o the recipients or categories of recipients of the personal data, where 

applicable; 

o where applicable, that the controller intends to transfer personal data to a 

recipient in a third country and the level of protection afforded to the data; 

o any further information necessary to guarantee fair processing. 
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Personal data can only be collected for specific, explicit and legitimate purposes  

Data obtained for specified purposes must not be used for a purpose that differs from 

those formally notified to the supervisory authority as part of The Trust GDPR register of 

processing. Privacy Procedure GDPR DOC 2.1 sets out the relevant procedures. 

 

Personal data must be adequate, relevant and limited to what is necessary for processing  

The Data Protection Officer (DPO) is responsible for ensuring that The Trust does not collect 

information that is not strictly necessary for the purpose for which it is obtained.  

All data collection forms (electronic or paper-based), including data collection 

requirements in new information systems, must be include a fair processing statement or 

link to privacy statement and approved by the DPO.  

 DPO will ensure that, on an annual basis all data collection methods are reviewed by 

internal audit to ensure that collected data continues to be adequate, relevant and not 

excessive.  

 

Personal data must be accurate and kept up to date with every effort to erase or rectify 

without delay  

Data that is stored by the data controller must be reviewed and updated as necessary. 

No data should be kept unless it is reasonable to assume that it is accurate.  

The DPO is responsible for ensuring that all staff are trained in the importance of collecting 

accurate data and maintaining it.  

It is also the responsibility of the data subject to ensure that data held by The Trust is 

accurate and up to date. Completion of a registration or application form by a data 

subject will include a statement that the data contained therein is accurate at the date of 

submission.  

Employees/Staff should be required to notify The Trust of any changes in circumstance to 

enable personal records to be updated accordingly.  Employees/Staff are required to 

contact the senior administrative staff and obtain a data collection/correction form for 

completion. It is the responsibility of The Trust to ensure that any notification regarding 

change of circumstances is recorded and acted upon.  

The DPO is responsible for ensuring that appropriate procedures and policies are in place 

to keep personal data accurate and up to date, taking into account the volume of data 

collected, the speed with which it might change and any other relevant factors.  

On at least an annual basis, the DPO will review the retention dates of all the personal 

data processed by The Trust, by reference to the data inventory, and will identify any data 

that is no longer required in the context of the registered purpose.  This data will be 

securely deleted/destroyed in line with the Secure Disposal of Storage Media Procedure. 

The DPO is responsible for responding to requests for rectification from data subjects 

(subject to proof of ID and change) within one month. This can be extended to a further 

two months for complex requests. If The Trust decides not to comply with the request, the 

DPO must respond to the data subject to explain its reasoning and inform them of their 

right to complain to the supervisory authority and seek judicial remedy.  

The Data Protection Officer (DPO) is responsible for making appropriate arrangements 

that, where third-party organisations may have been passed inaccurate or out-of-date 

personal data, to inform them that the information is inaccurate and/or out of date and is 

not to be used to inform decisions about the individuals concerned; and for passing any 

correction to the personal data to the third party where this is required. 
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Personal data must be kept in a form such that the data subject can be identified only as 

long as is necessary for processing. 

Where personal data is retained beyond the processing date, it will be 

minimised/encrypted/pseudonymised in order to protect the identity of the data subject 

in the event of a data breach.  

Personal data will be retained in line with the statutory Retention of Records and, once its 

retention date is passed, it must be securely destroyed as set out in this procedure. 

The DPO must specifically approve any data retention that exceeds the retention periods 

defined in Retention of Records Procedure (GDPR DOC 2.3), and must ensure that the 

justification is clearly identified and in line with the requirements of the data protection 

legislation. This approval must be written. 

 

Personal data must be processed in a manner that ensures the appropriate security  

The DPO will carry out a risk assessment taking into account all the circumstances of The 

Trust controlling or processing operations. 

 

In determining appropriateness, the DPO should also consider the extent of possible 

damage or loss that might be caused to individuals (e.g. staff or customers) if a security 

breach occurs, the effect of any security breach on The Trust itself, and any likely 

reputational damage including the possible loss of customer trust. 

 

When assessing appropriate technical measures, the DPO will consider the following: 

o Password protection; 

o Automatic locking of idle terminals; 

o Removal of access rights for USB and other memory media; 

o Virus checking software and firewalls; 

o Role-based access rights including those assigned to temporary staff; 

o Encryption of devices that leave the organisations premises; 

o Security of local and wide area networks; 

o Privacy enhancing technologies such as pseudonymisation and 

anonymisation; 

o Identifying appropriate international security standards relevant to The Trust. 

 

When assessing appropriate organisational measures the DPO will consider the following: 

o The appropriate training levels throughout The Trust; 

o Measures that consider the reliability of employees (such as references etc.); 

o The inclusion of data protection in employment contracts; 

o Identification of disciplinary action measures for data breaches; 

o Monitoring of staff for compliance with relevant security standards; 

o Physical access controls to electronic and paper based records; 

o Adoption of a clear-desk policy; 

o Storing of paper based data in lockable fire-proof cabinets; 

o Restricting the use of portable electronic devices outside of the workplace; 

o Restricting the use of employee’s own personal devices being used in the 

workplace; 
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o Adopting clear rules about passwords; 

o Making regular backups of personal data and storing the media off-site; 

o The imposition of contractual obligations on the importing organisations to 

take appropriate security measures when transferring data outside the UK.  

 

These controls have been selected on the basis of identified risks to personal data, and 

the potential for damage or distress to individuals whose data is being processed. 

 

The Trust compliance with this principle is contained in its Information Security 

Management System (ISMS), which has been developed in line with ISO/IEC 27001:2013 

and the information security policy. 

 

The controller must be able to demonstrate compliance with the GDPR’s other principles 

(accountability) 

 

The GDPR includes provisions that promote accountability and governance. These 

complement the GDPR’s transparency requirements. The accountability principle in Article 

5(2) requires you to demonstrate that you comply with the principles and states explicitly 

that this is your responsibility. 

 

The Trust will demonstrate compliance with the data protection principles by 

implementing data protection policies, adhering to codes of conduct, implementing 

technical and organisational measures, as well as adopting techniques such as data 

protection by design, DPIAs, breach notification procedures and incident response plans. 

 

Collecting Personal Data 

8.2 Lawfulness, fairness and transparency 

The Trust will only process personal data where there is one of 6 ‘lawful bases’ (legal reasons) 

to do so under data protection law: 

• The individual (or their parent/carer when appropriate in the case of a pupil) has 

freely given clear and unambiguous consent. 

• The data needs to be processed so that the Trust can fulfil a contract with the 

individual, or the individual has asked the Trust or Academy to take specific steps 

before entering into a contract. 

• The data needs to be processed so that the Trust can comply with a legal obligation. 

• The data needs to be processed to ensure the vital interests of the individual e.g. to 

protect someone’s life. 

• The data needs to be processed so that the Trust, as a public authority, can perform 

a task in the public interest, and carry out its official functions. 

• The data needs to be processed for the legitimate interests of the Trust or a third party 

(provided the individual’s rights and freedoms are not overridden). 

 

The Trust will only process personal data without consent where any of the above purposes 

cannot reasonably be achieved by other, less intrusive means or by processing fewer data. 

The special category conditions for processing which are set out in the Data Protection Act 

2018 and in section 8.3 below 
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If the Trust and its academies offer online services to pupils, such as learning apps, and the 

Trust/its academies intend to rely on consent as a basis for processing, parental consent will 

be obtained where the pupil is under 13 (except for online counselling and preventive 

services). 

Whenever the Trust collects personal data directly from individuals, a privacy notice will be 

provided to them in line with data protection law. 

 

8.3 Special Category Data 

 

• Sensitive personal data is referred to in the UK GDPR as ‘special categories of 

personal data’, which are broadly the same as those in the Data Protection Act 

(DPA) 2018. These specifically include the processing of genetic data, biometric 

data and data concerning health matters. 

• Records of activities relating to higher risk processing will be maintained, such as 

the processing of special categories data or that in relation to criminal convictions 

and offences. 

• Internal records of processing activities will include the following: 

 

• Name and details of the organisation 

• Purpose(s) of the processing 

• Description of the categories of individuals and personal data 

• Retention schedules 

• Categories of recipients of personal data 

• Description of technical and organisational security measures 

• Details of transfers to third countries, including documentation of the transfer 

mechanism safeguards in place 
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8.4 Limitation, minimisation and accuracy 

The Trust has an obligation to ensure that personal data are accurate and complete. This is 

referred to as the Accuracy Obligation. The aim of the Accuracy Obligation is to ensure 

that where personal data may be used to make a decision that affects the individual, the 

data are reasonably correct and complete so as to ensure that the decision is is made 

taking into account all relevant parts of accurate personal data. 

The Trust will only collect personal data for specified, explicit and legitimate reasons. The 

Trust will explain these reasons to the individuals when data are collected. 

If the Trust wants to use personal data for reasons other than those given when first obtained, 

the Trust will inform the individuals concerned, and seek consent where necessary. 

Staff must only process personal data where it is necessary in order to do their jobs. 

When staff no longer need the personal data they hold, they must ensure they are deleted 

or anonymised. This retention of data is in accordance with the schedule set out in the 

Information and Records Management Society’s toolkit for academies (see pages 37-56) 

and the Trust’s Record Management Policy 

8.5 Consent 

 

The Trust understands ‘consent’ to mean that it has been explicitly and freely given, and a 

specific, informed and unambiguous indication of the data subject’s wishes that, by 

statement or by a clear affirmative action, signifies agreement to the processing of 

personal data relating to him or her. The data subject can withdraw their consent at any 

time. 

 

The Trust understands ‘consent’ to mean that the data subject has been fully informed of 

the intended processing and has signified their agreement, while in a fit state of mind to 

do so and without pressure being exerted upon them. Consent obtained under duress or 

on the basis of misleading information will not be a valid basis for processing.  

 

There must be some active communication between the parties to demonstrate active 

consent. Consent cannot be inferred from non-response to a communication (i.e. without 

words or tick boxes). The Controller must be able to demonstrate that consent was 

obtained for the processing operation with record keeping of documentation of how and 

when consent was given and what the data subject was told. 

 

For sensitive data, explicit written consent of data subjects must be obtained unless an 

alternative legitimate basis for processing exists. 

 

In most instances, consent to process personal and sensitive data is obtained routinely by 

The School using standard consent documents e.g. when a new client signs a contract, or 

during induction for participants on programmes.  

 

Where The Trust provides online services to children, parental or custodial authorisation 

must be obtained. This requirement applies to children under the age of 16 (unless the UK 

has made provision for a lower age limit, which may be no lower than 13). 

 

Sharing Personal Data 

The Trust will not normally share personal data with anyone else, but may do so where: 

• There is an issue with a pupil or parent/carer that puts the safety of our staff at risk 

http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit%2Band%2Bschools%22
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• There is a need to liaise with other agencies – we will seek consent as necessary 

before doing so 

• There is a statutory requirement, for instance to share data with the DfE or LA 

• Suppliers or contractors need data to enable us to provide services to our staff and 

pupils e.g. IT companies. When doing so, we will: 

o Only appoint suppliers or contractors which can provide sufficient guarantees 
that they comply with data protection law 

o Establish a data-sharing agreement with the supplier or contractor, either in 
the contract or as a standalone agreement, to ensure the fair and lawful 
processing of any personal data we share 

o Complete a DPIA to identify any risks arising out of the use of the service and 
the processing of personal data 

o Only share data that the supplier or contractor needs to carry out their service, 
and information necessary to keep them safe while working with us. 

The Trust will also share personal data with law enforcement and government bodies where 

legally required to do so, including for: 

• The prevention or detection of crime and/or fraud 

• The apprehension or prosecution of offenders 

• The assessment or collection of tax owed to HMRC 

• In connection with legal proceedings 

• Where the disclosure is required to satisfy our safeguarding obligations 

• Research and statistical purposes, as long as personal data are sufficiently 

anonymised or consent has been provided. 

The Trust may also share personal data with emergency services and local authorities to 

help them to respond to an emergency situation that affects any of our pupils or staff. 

 

Where the Trust transfers personal data to a country or territory outside the UK and the 

European Economic Area, it will do so in accordance with data protection law. This is to 

ensure Data Protection Impact Assessments for any and all new projects and/or new uses 

of personal data which involve the use of new technologies and the processing involved is 

likely to result in a high risk to the rights and freedoms of data subjects under the UK GDPR. 

 

Subject Access Requests and Rights of Individuals 

9.1 Subject access requests 

Individuals, including children, have a right to make a ‘subject access request’ (SAR) to gain 

access to or a copy of their personal and other supplementary information that the Trust 

holds about them in order to verify the lawfulness of the processing. This includes: 

• Confirmation that their personal data are being processed 

• Access to a copy of the data 

• The purposes of the data processing 

• The categories of personal data concerned 

• Who the data has been, or will be, shared with 

• How long the data will be stored for, or if this isn’t possible, the criteria used to 
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determine this period 

• The source of the data, if not the individual 

• Whether any automated decision-making is being applied to their data, and what 

the significance and consequences of this might be for the individual. 

Subject access requests should be submitted verbally or in writing, either by letter or email 

to the SPOC. They should include: 

• Name of individual 

• Correspondence address 

• Contact number and email address 

• Details of the information requested. 

If staff receive a subject access request, they must immediately forward it to the SPOC. 

See Appendix 2 for the SAR procedure. 

 

10.2 Children and subject access requests 

Personal data about a child belongs to that child, and not the child's parents or carers. For 

a parent or carer to make a subject access request with respect to their child, the child 

must either be unable to understand their rights and the implications of a subject access 

request or have given their consent. 

Children aged 12 and above are generally regarded to be mature enough to understand 

their rights and the implications of a subject access request. Therefore, most subject access 

requests from parents or carers of pupils aged 12 or over on roll at one of our Trust’s 

academies or schools may not be granted without the express permission of the pupil. This 

is not a rule and a pupil’s ability to understand their rights will always be judged on a case- 

by-case basis. 

 

10.3 Responding to subject access requests 

When responding to requests, the Trust: 

• Will acknowledge within 5 working days 

• Will take appropriate action to verify the identity of the individual and may ask for 

provision of 2 forms of identification where necessary 

• May contact the individual via telephone to confirm the request was made 

• Will respond without delay and within 1 month of receipt of the request 

• May tell the individual the Trust will comply within 3 months of receipt of the request, 

where a request is complex 

• Will inform the individual of this within 1 month and explain why the extension is 

necessary 

• Will provide a copy of the information to the individual free of charge; however, the 

Trust may impose a ‘reasonable fee’ to cover the administrative costs of complying 

with requests that are manifestly unfounded or excessive or if an individual requests 

further copies of the same information 

Where a SAR has been made for information held about a child, the Trust will evaluate 

whether the child is capable of fully understanding their rights. If the Trust determines the 

child can understand their rights and gives their consent to the release to the information 

the parent or carers of the pupil. 
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A request will be deemed to be unfounded or excessive if it is repetitive or asks for further 

copies of the same information. 

Where the Trust refuses a request, the reasons will be explained to the individual and they 

will be informed they have the right to complain to the ICO. Where a SAR has been made 

electronically, the information will be provided in a commonly used secure electronic 

format. SARS submitted via other means will be responded to however the applicant 

requests. The Trust will not disclose information if it: 

• Might cause serious harm to the physical or mental health of the pupil or another 

individual 

• Would reveal that the child is at risk of abuse, where the disclosure of that information 

would not be in the child’s best interests 

• Is contained in adoption or parental order records 

• Is given to a court in proceedings concerning the child. 

 

10.4 Rights of the individual 

 

Data subjects have the following rights regarding data processing, and the data that is 

recorded about them: 

• To make subject access requests regarding the nature of information held and to 

whom it has been disclosed. 

• To prevent processing likely to cause damage or distress. 

• To prevent processing for purposes of direct marketing. 

• To be informed about the mechanics of automated decision-taking process that will 

significantly affect them. 

• To not have significant decisions that will affect them taken solely by automated 

process. 

• To sue for compensation if they suffer damage by any contravention of the GDPR. 

• To take action to rectify, block, erased, including the right to be forgotten, or destroy 

inaccurate data.  

• To request the supervisory authority to assess whether any provision of the GDPR has 

been contravened.  

• To have personal data provided to them in a structured, commonly used and 

machine-readable format, and the right to have that data transmitted to another 

controller. 

• To object to any automated profiling that is occurring without consent.  

 

The Trust must ensure that data subjects are aware of and may exercise their rights under 

GDPR for: 

• The right to be informed (Articles 13 and 14); 

• The right of access (Article 15); 

• The right to rectification (Article 16); 

• The right to erasure (Article 17); 

• The right to restrict processing (Articles 18 and 19); 

• The right to data portability (Article 20); 

• The right to object (Article 21); and 

• Rights in relation to automated decision making and profiling (Article 22). 

 

Individuals should submit any request to exercise these rights to the SPOC. If staff receive 

such a request, they must immediately forward it to the SPOC. 
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Requests will be responded to within one month. This may be extended by two months if 

the request is complex. 

Requests for erasure will be handled free of charge; however, the Trust may impose a 

‘reasonable fee’ to cover the administrative costs of complying with requests that are 

manifestly unfounded or excessive or if an individual makes multiple requests at once. 

There may be occasions when the right of access and right of erasure do not apply and can 

be refused.  These can include, but not limited to: 

• to comply with a legal and/or statutory obligation; 

• for the performance of a task in the public interest; 

• necessary for public health purposes; 

• the establishment, exercise or defence of a legal claim; 

• where there is a potential risk to the health and wellbeing of the data subject; and 

• where “ it is likely to cause significant harm to the physical or mental health of the child 

or others” – DfE KCSIE. 

Parental Requests to See the Educational Record 

There is a parental right to access educational records under both data protection laws and 

educational regulations. Also, a request for an educational record can be separate from a 

Subject Access request. It is important that handling any such requests does not take a 

disproportionate amount of time for staff. Where records are held electronically a parent 

or carer may be invited into the academy or school to view the record and the Trust would 

appreciate co-operation in managing requests so that they do not have a significant 

impact on staff time. Any such request should be made to the Principal of the academy or 

school the child attends. 

Biometric recognition systems 

Where the Trust uses pupils’ biometric data as part of an automated biometric recognition 

system (for example, pupils use fingerprints to receive academy dinners instead of paying 

with cash), the Trust will comply with the requirements of the DfE (2018) Protection of 

Biometric Information of Children in Academies and Colleges and Protection of Freedoms 

Act 2012. 

Parents/carers will be notified before any biometric recognition system is put in place or 

before their child first takes part in it. The Trust will obtain written consent from at least one 

parent or carer before biometric data are taken from their child and process it. 

Parents/carers and pupils over the age of 13 have the right to choose not to use the Trust’s 

biometric system(s). The Trust will provide alternative means of accessing the relevant 

services for those pupils. 

Parents/carers and pupils can object to participation in the Trust’s biometric recognition 

system(s), or withdraw consent, at any time, and the Trust will make sure that any relevant 

data already captured are deleted. 

As required by law, if a pupil refuses to participate in, or continue to participate in, the 

processing of their biometric data, the Trust will not process that data irrespective of any 

consent given by the pupil’s parent(s)/carer(s). 

Where staff members or other adults use the Trust’s biometric system(s), the Trust will also 

obtain their consent before they first take part in it and provide alternative means of 

accessing the relevant service if they object. Staff and other adults can also withdraw 

consent at any time, and the Trust will delete any relevant data already captured. 

https://www.legislation.gov.uk/ukpga/2012/9/section/26
https://www.legislation.gov.uk/ukpga/2012/9/section/26
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CCTV 

The Trust understands that recording images of identifiable individuals constitutes processing 

personal information, so it is done in line with data protection principles. 

The Trust does not need to ask individuals’ permission to use CCTV and it is used in various 

locations around the Trust’s sites to ensure they remain safe. The Trust will adhere to the ICO’s 

code of practice for the use of CCTV. 

A copy of the Trust’s Privacy Notices (including reference to CCTV) can be found on the 

Trust’s website. 

Cameras are only placed where they do not unduly intrude on anyone’s privacy and are 

necessary to fulfil their purpose. All CCTV footage will be kept for three months for security 

purposes; the Estates Manager is responsible for keeping the records secure and allowing 

access. 

Any enquiries about the CCTV system should be directed to the SPOC. 

 

 

Photographs and Videos 

As with CCTV, the Trust understands that recording images of identifiable individuals 

constitutes processing personal information, so it is done in line with data protection 

principles. Please see the Trust’s Photography Policy at Appendix 3.15. Data Protection by 

Design and Default 

 

The Trust will put measures in place to show that it has integrated data protection into all of 

data processing activities, including: 

• Appointing a DPO, SIRO and SPOC, and ensuring they have the necessary resources 

to fulfil their duties and maintain their expert knowledge 

• Only processing personal data that are necessary for each specific purpose of 

processing, and always in line with the data protection principles set out in relevant 

data protection law (see section 6) 

• Completing DPIAs where the Trust’s processing of personal data presents a high risk 

to rights and freedoms of individuals, and when introducing new technologies (The 

DPO will advise on this process) 

• Integrating data protection into internal documents including this policy, any related 

policies and privacy notices 

• Regularly training members of staff on data protection law, this policy, any related 

policies and any other data protection matters 

• Conducting reviews and audits to test our privacy measures and make sure the Trust 

is compliant 

• Maintaining records of the Trust’s processing activities, including: 

o For the benefit of data subjects, making available the contact details for the 

Trust’s academies and DPO and all information the Trust and its academies 
are required to share about how personal data are used and processed (via 
our privacy notices) 

o For all personal data the Trust holds, maintaining an internal record of the type 
of data, data subject, how and why the data are used, any third-party 
recipients, how and why the Trust is storing the data, retention periods and 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
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how data are secured 

 

 

16. Data Security and Storage of Records 

The Trust will protect personal data and keep them safe from unauthorised or unlawful 

access, alteration, processing or disclosure, and against accidental or unlawful loss, 

destruction or damage. 

In particular: 

• Paper-based records and portable electronic devices, such as laptops, that 

contain personal data are kept under lock and key when not in use 

• Papers containing confidential personal data must not be left on office and 

classroom desks, on staffroom tables, pinned to notice/display boards, or left 

anywhere else where there is general access 

• Where, exceptionally, personal information needs to be taken off site, staff must 

follow the Trust’s Educational Visits Policy. Staff must commit to keeping information 

secure in line with documented procedures and risk assessments whilst outside Trust 

premises 

• All computers and work devices containing personal or photographic information 

must be password protected 

• Passwords that are at least 8 characters long containing letters and numbers are 

used to access academy/Trust computers 

• Where the Trust needs to share personal data with a third party, due diligence will 

be undertaken and take reasonable steps will be taken to ensure data is stored 

securely and protected adequately (see section 8) 

• All software shall be kept up-to-date, including any security related updates 

which is managed by third party IT services across the Trust. 

• Additionally, any personal data stored electronically is backed up on a 

regular basis. 

• The Trust will ensure that where special category personal data or other 

sensitive information is sent in the post that it shall be possible to demonstrate 

that it was delivered recorded delivery and obtain proof of postage. 

 

Retention and Disposal of Data 

The Trust shall not keep personal data in a form that permits identification of data subjects 

for longer a period than is necessary, in relation to the purpose(s) for which the data was 

originally collected.  

 

The Trust may store data for longer periods if the personal data will be processed solely for 

archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes, subject to the implementation of appropriate technical and 

organisational measures to safeguard the rights and freedoms of the data subject. 

 

The retention period for each category of personal data will be set out in the Retention of 

Records along with the criteria used to determine this period including any statutory 

obligations The Trust has to retain the data.  
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The Trust data retention and data disposal procedures will apply in all cases. 

 

Personal data must be disposed of securely in accordance with the sixth principle of the 

GDPR – processed in an appropriate manner to maintain security, thereby  protecting the 

“rights and freedoms” of data subjects. Any disposal of data will be done in accordance 

with the secure disposal procedure. 

Personal Data Breaches 

The term ‘personal data breach’ refers to a breach of security which has led to the 

destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. 

The Trust will make all reasonable endeavours to ensure that there are no personal data 

breaches. 

 

In the event of a suspected data breach, the DPO, with support from the SIRO/SPOC, will 

coordinate an effort to establish whether a personal data breach has occurred, assess the 

significance of any breach, and take prompt and appropriate steps to address it. Where a 

breach is likely to result in a risk to the rights and freedoms of individuals, the relevant 

supervisory authority will be informed. All notifiable breaches will be reported to the relevant 

supervisory authority within 72 hours of the Trust becoming aware of it. The risk of the breach 

having a detrimental effect on the individual, and the need to notify the relevant 

supervisory authority, will be assessed on a case-by-case basis. In the event that a breach 

is likely to result in a high risk to the rights and freedoms of an individual, the Trust will notify 

those concerned directly and quickly. 

The SPOC will follow the full procedure as set out in Appendix 1. 

Data Transfers 
All exports of data from the UK to non-UK countries (referred to in the GDPR as ‘third 

countries’) are unlawful unless there is an appropriate “level of protection for the 

fundamental rights of the data subjects”.  

 

The transfer of personal data outside of the UK is prohibited unless one or more of the 

specified safeguards, or exceptions, apply: 

• An adequacy decision 

The UK can and does assess third countries, a territory and/or specific sectors 

within third countries to assess whether there is an appropriate level of 

protection for the rights and freedoms of natural persons. In these instances no 

authorisation is required. 

• Privacy Shield 

If The Trust wishes to transfer personal data from the UK to an organisation in the 

United States it should check that the organisation is signed up with the Privacy 

Shield framework at the U.S. Department of Commerce. The obligation 

applying to companies under the Privacy Shield are contained in the “Privacy 

Principles”. The US DOC is responsible for managing and administering the 

Privacy Shield and ensuring that companies live up to their commitments. In 

order to be able to certify, companies must have a privacy policy in line with 

the Privacy Principles e.g. use, store and further transfer the personal data 

according to a strong set of data protection rules and safeguards. The 

protection given to the personal data applies regardless of whether the 

personal data is related to a UK resident or not. Organisations must renew their 

“membership” to the Privacy Shield on an annual basis. If they do not, they can 
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no longer receive and use personal data from the UK under that framework. 

 

Assessment of adequacy by the data controller  

In making an assessment of adequacy, the UK based exporting controller should take 

account of the following factors: 

• the nature of the information being transferred; 

• the country or territory of the origin, and final destination, of the information; 

• how the information will be used and for how long; 

• the laws and practices of the country of the transferee, including relevant 

codes of practice and international obligations; and 

• the security measures that are to be taken as regards the data in the overseas 

location. 

 

Binding corporate rules 

The Trust may adopt approved binding corporate rules for the transfer of data outside the 

UK. This requires submission to the relevant supervisory authority for approval of the rules that 

The Trust is seeking to rely upon. 

 

Model contract clauses 

The Trust may adopt approved model contract clauses for the transfer of data outside of 

the UK. If The Trust adopts the there is an automatic recognition of adequacy. 

 

Exceptions 

In the absence of an adequacy decision, Privacy Shield membership, binding corporate 

rules and/or model contract clauses, a transfer of personal data to a third country or 

international organisation shall only take place on one of the following conditions: 

the data subject has explicitly consented to the proposed transfer, after having been 

informed of the possible risks of such transfers for the data subject due to the absence of an 

adequacy decision and appropriate safeguards; 

• the transfer is necessary for the performance of a contract between the data subject 

and the controller or the implementation of pre-contractual measures taken at the 

data subject's request; 

• the transfer is necessary for the conclusion or performance of a contract concluded 

in the interest of the data subject between the controller and another natural or legal 

person; 

• the transfer is necessary for important reasons of public interest; 

• the transfer is necessary for the establishment, exercise or defence of legal claims; 

and/or 

• the transfer is necessary in order to protect the vital interests of the data subject or of 

other persons, where the data subject is physically or legally incapable of giving 

consent. 

 

Data Types 
The ICO defines personal data as “any information relating to an identified or identifiable 

natural person (‘data subject’); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors specific to 

the physical, physiological, genetic, mental, economic, cultural or social identity of that 

natural person.” 

 

Under Article 9, Section 1 of the UK GDPR it is prohibited to process “personal data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union 
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membership, and the processing of genetic data, biometric data for the purpose of 

uniquely identifying a natural person, data concerning health or data concerning a natural 

person's sex life or sexual orientation.”  The Trust is authorised to process special categories 

of data under Section 2 of Article 9 for legal, statutory, vital interest, and in the public interest.  

Explicit consent can also be sought for processing this level of data should it be required to 

undertake explicit processing of sensitive data. 

Security of Data 
All Employees/Staff are responsible for ensuring that any personal data that The Trust holds 

and for which they are responsible, is kept securely and is not under any conditions disclosed 

to any third party unless that third party has been specifically authorised by The Trust to receive 

that information and has entered into a confidentiality agreement as part of their contractual 

service level agreement.  

 

All personal data should be accessible only to those who need to use it, and access may only 

be granted in line with the Access Control Policy. All personal data should be treated with the 

highest security and must be kept: 

• in a lockable room with controlled access; and/or  

• in a locked drawer or filing cabinet; and/or  

• if computerised, password protected in line with corporate requirements in the Access 

Control Policy; and/or  

• stored on (removable) computer media which are encrypted in line with Secure 

Disposal of Storage Media.  

 

Care must be taken to ensure that PC screens and terminals are not visible except to 

authorised Employees of The Trust. All Employees are required to enter into an Acceptable 

Use Agreement before they are given access to organisational information of any sort, which 

details rules on screen time-outs.  

 

Manual records may not be left where they can be accessed by unauthorised personnel and 

may not be removed from business premises without explicit authorisation. As soon as manual 

records are no longer required for day-to-day client support, they must be removed from 

secure archiving in line with Secure Disposal of Storage Media. 

 

Personal data may only be deleted or disposed of in line with the Retention of Records. 

Manual records that have reached their retention date are to be shredded and disposed of 

as ‘confidential waste’. Hard drives of redundant PCs are to be removed and immediately 

destroyed as required before disposal. 

Processing of personal data ‘off-site’ presents a potentially greater risk of loss, theft or 

damage to personal data. Staff must be specifically authorised to process data off-site. 

Disclosure of Data 
The Trust must ensure that personal data is not disclosed to unauthorised third parties which 

includes family members, friends, government bodies, and in certain circumstances, the 

Police. All Employees should exercise caution when asked to disclose personal data held on 

another individual to a third party and will be required to attend specific training that enables 

them to deal effectively with any such risk. It is important to bear in mind whether or not 

disclosure of the information is relevant to, and necessary for, the conduct of The Trust 

business. 

 

All requests to provide data for one of these reasons must be supported by appropriate 

paperwork and all such disclosures must be specifically authorised by the Data Protection 
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Officer (DPO). 

Privacy Procedures and Notices 
The Data Protection Officer (DPO) is responsible for ensuring that Privacy Notices are correct 

and that mechanisms exist such as having the Privacy Notice(s) accessible in a public, 

machine-readable format allowing data subjects aware of all matter relating to data 

collection and processing by The Trust.  

 

The Trust identifies the basis for processing personal data before any processing operations 

take place.  This information must be recorded in line with a Data Protection Impact 

Assessment (DPIA) by clearly establishing, defining and documenting:  

• the specific purpose of processing the personal data and the basis to process the 

data; and 

• any special categories of personal data processed and the basis to process the 

data. 

 

Should personal data be collected from data subject with consent The Trust must be 

transparent in its processing of personal data and provides the data subject with the 

following: 

• The identity, and contact details of the Data Protection Officer (DPO) and any data 

protection representatives; 

• The purpose(s) for the intended processing of personal data; 

• Potential recipients of the personal data; 

• Any information regarding the intention to disclose personal data to third parties and 

whether it is transferred outside the UK. In such circumstances, The Trust will provide 

information on the safeguards in place and how the data subject can also obtain a 

copy of these safeguards; 

• Any information on technologies used to collect personal data about the data 

subject; 

• Any other information required to demonstrate that the processing is fair and 

transparent such as: 

o Retention 

o Data subjects right to access 

o Right to lodge complaint 

o Right to withdraw consent 

 

All information provided to the data subject must be in an easily accessible format, using 

clear and plain language, especially for personal data addressed to a child. 

Data which is legally and/or contractually required for processing must be recorded in The 

Trust’s Privacy Notice. 

Data Protection and CPD 
The Data Protection Officer (DPO) shall ensure that all Staff with day-to-day responsibilities 

involving personal data and processing operations, and those with permanent/regular 

access to personal data, demonstrate compliance with the GDPR.   

 

These members of Staff must be able to demonstrate competence in their understanding 

of the GDPR, how this is practised and implemented throughout The Trust. 

 

The Data Protection Officer (DPO) ensures that these members of Staff are kept up to date 

and informed of any issues related to personal data. 
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The Board of Trustees promotes training and awareness programmes, and The Trust shall 

make resources available in order to raise awareness. The Data Protection Officer (DPO) 

shall demonstrate and communicate to Staff the importance of data protection in their role 

and ensure that they understand how and why personal data is processed in accordance 

with The Trust policies and procedures. 

 

All employees of The Trust, paid or voluntary, are provided with specific training on 

processing personal data relevant to their individual day-to-day roles and responsibilities, 

and in accordance with The Trust policies and procedures.  

 

Staff are provided with specific training on any information security requirements and 

procedures applicable to data protection and the data processing within their individual 

day-to-day roles and responsibilities, including reporting personal data breaches. 

Staff are provided with training on dealing with complaints relating to data protection and 

processing personal data.  

 

The line manager and Data Protection Officer (DPO) will retain records of the relevant 

training undertaken by each person who has this level of responsibility.  

 

The Data Protection Officer (DPO) and Office Manager are responsible for organising 

relevant training for all responsible individuals and Staff generally, and for maintaining 

records of the attendance of staff at relevant training at appropriate times across The Trust 

business cycle. 

Information Asset Register / Data Inventory 
The Trust has established a data inventory and data flow process as part of its approach to 

address risks and opportunities throughout its GDPR compliance project. The Trust data 

inventory and data flow determines: 

• business processes that use personal data; 

• source of personal data;  

• volume of data subjects; 

• description of each item of personal data; 

• processing activity; 

• maintains the inventory of data categories of personal data processed;  

• documents the purpose(s) for which each category of personal data is used; 

• recipients, and potential recipients, of the personal data; 

• the role of the Organisation Name throughout the data flow; 

• key systems and repositories; 

• any data transfers; and 

• all retention and disposal requirements.  

 

The Trust is aware of any risks associated with the processing of particular types of personal 

data. 

The Trust assesses the level of risk to individuals associated with the processing of their 

personal data. Data protection impact assessments (DPIAs) (DPIA Procedure) are carried 

out in relation to the processing of personal data by The Trust, and in relation to processing 

undertaken by other organisations on behalf of The Trust.  

 

The Trust shall manage any risks identified by the risk assessment in order to reduce the 

likelihood of a non-conformance with this policy. 

 

Where a type of processing, in particular using new technologies and taking into account 
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the nature, scope, context and purposes of the processing is likely to result in a high risk to 

the rights and freedoms of natural persons, The Trust shall, prior to the processing, carry out 

a DPIA of the impact of the envisaged processing operations on the protection of personal 

data. A single DPIA may address a set of similar processing operations that present similar 

high risks. 

 

Where, as a result of a DPIA it is clear that The Trust is about to commence processing of 

personal data that could cause damage and/or distress to the data subjects, the decision 

as to whether or not The Trust may proceed must be escalated for review to the DPO. 

 

The DPO shall, if there are significant concerns, either as to the potential damage or distress, 

or the quantity of data concerned, escalate the matter to the supervisory authority. 

Training 

All staff, Trustees and ESC members are provided with data protection training as part of 

their induction process. Staff, Trustees and ESC members staff are also asked to complete 

an on- line training package annually and responsibilities are set out in the Trust’s Code of 

Conduct. The Trust will ensure that all staff, Trustees and ESC members are made aware of, 

and understand, what constitutes a data breach as part of their ongoing development. 

Data protection will also form part of continuing professional development, where changes 

to legislation, guidance or the Trust’s processes make it necessary. 

Cloud Computing 

For the purposes of this policy, ‘cloud computing’ refers to storing and accessing data and 

programs, such as documents, photos or videos, over the internet, rather than on a device’s 

hard drive. Cloud computing involves the Trust/school accessing a shared pool of ICT 

services remotely via a private network or the internet. 

All staff will be made aware of data protection requirements and how these are impacted 

by the storing of data in the cloud, including that cloud usage does not prevent data 

subjects from exercising their data protection rights. 

If the cloud service offers an authentication process, each user will have their own account. 

A system will be implemented to allow user accounts to be created, updated, suspended 

and deleted, and for credentials to be reset if they are forgotten, lost or stolen. Access for 

employees will be removed when they leave the Trust’s employ. 

As with files on Trust devices, only authorised parties will be able to access files on the cloud. 

An audit process will be put in place to alert the SPOC/and school Data Protection Leads 

should unauthorised access, deletion or modification occur, and ensure ongoing 

compliance with the Trust’s policy for the use of cloud computing. 

The Trust’s usage of cloud computing, including the service’s security and efficiency, will be 

assessed and monitored by the IT Provider. The SIRO will also ensure that a contract and 

data processing agreement are in place with the service provider, confirming compliance 

with the principles of the DPA. The agreement will specify the circumstances in which the 

service provider may access the personal data it processes, such as the provision of support 

services. 

The SIRO will also: 

• Ensure that the service providers have completed a comprehensive and effective 

self-certification checklist covering data protection in the cloud 

• Ensure that the service provider can delete all copies of personal data within a 
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timescale in line with the Trust’s Data Protection Policy 

• Confirm that the service provider will remove all copies of data, including back-ups, 

if requested 

• Find out what will happen to personal data should the Trust decide to withdraw from 

the cloud service in the future 

• Assess the level of risk regarding network connectivity and make an informed 

decision as to whether the Trust is prepared to accept that risk 

• Monitor the use of the Trust’s cloud service, with any suspicious or inappropriate 

behaviour of pupils, staff or parents being reported directly to the relevant DSL. 

 

Recruitment 

The Trust does not carry out automated decision-making/profiling. 

DBS Data 

All data provided by the DBS will be handled in line with data protection legislation; this 

includes electronic communication. Data provided by the DBS will never be duplicated. 

Any third parties who access DBS information will be made aware of the data protection 

legislation, as well as their responsibilities as a data handler. 

 

Monitoring Arrangements 

This policy will be reviewed, updated and approved by the Board of Trustees every 2 years 

or whenever changes in legislation may affect our working practices. 

Links with other Trust Policies and Plans 

This policy is linked to the Trust’s: 

• Freedom of information Policy 

• On-Line Safety 

• Safeguarding and Child Protection Policy 

• Records Management Policy & Retention Schedule 

• CCTV Policy 

• Educational Visits Policy 

• ICT Acceptable Use Policy 

• Social Media Policy 

• Data and Cyber Security Breach Prevention and Management Plan 

 

 

 

Public Sector Equality Duty (Equality Act 2010) 

In preparing or amending this policy, the author has given due regard to the Public Sector 

Equality Duty; that is, they have considered any potential impact on people who share 

certain protected characteristics. These protected characteristics are defined as: race, 

disability, sex, age, religion or belief, sexual orientation, pregnancy and maternity and 

gender reassignment. 
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Appendix 1: Personal Data Breach Procedure 

This procedure is based on guidance on personal data breaches produced by the ICO. 

• On finding or causing a breach, or potential breach, the staff member or data 

processor must immediately notify the SPOC. 

• The SPOC will investigate the discovery and report the incident to the DPO and in 

agreement they will determine the consequences, level of risk and whether a breach 

has occurred. To decide, they will consider whether personal data has been 

accidentally or unlawfully: 

o Lost 

o Stolen 

o Destroyed 

o Altered 

o Disclosed or made available where it should not have been 

o Made available to unauthorised people 

• The SPOC will alert the SIRO, CEO, Principal/s and the Chair of the Board of Trustees 

as appropriate. 

• The DPO and SPOC will make all reasonable efforts to contain and minimise the 

impact of the breach, assisted by relevant staff members or data processors where 

necessary. (Actions relevant to specific data types are set out at the end of this 

procedure). 

• The DPO and SPOC will work out whether the breach must be reported to the ICO, 

which must be judged on a case-by-case basis. To decide, the DPO will consider 

whether the breach is likely to affect people’s rights and freedoms negatively, and 

cause them any physical, material or non-material damage (e.g. emotional distress), 

including through: 

o Loss of control over their data 

o Discrimination 

o Identify theft or fraud 

o Financial loss 

o Unauthorised reversal of pseudonymisation (for example, key-coding) 

o Damage to reputation 

o Loss of confidentiality 

o Any other significant economic or social disadvantage to the individual(s) 
concerned 

If it is likely that there will be a risk to people’s rights and freedoms, the DPO must 

notify the ICO, The ICI report will be agreed between the DPO and the SIRO. 

The SPOC will document the decision (either way) in case it is challenged at a later 

date by the ICO, or an individual affected by the breach or potential breach. 

Documented decisions are stored on the Trust’s secure IT network by the SPOC, in a 

drive where access is limited to specific staff members. 

• Where the ICO must be notified, the DPO will do so via the ‘report a breach’ page 

of the ICO website within 72 hours. As required, the DPO will set out: 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/report-a-breach/
https://ico.org.uk/for-organisations/report-a-breach/
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o A description of the nature of the personal data breach including, where 
possible: 

▪ The categories and approximate number of individuals concerned 

▪ The categories and approximate number of personal data records 

concerned 

o The name and contact details of the DPO 

o A description of the likely consequences of the personal data breach 

o A description of the measures that have been, or will be taken, to deal with 
the breach and mitigate any possible adverse effects on the individual(s) 
concerned 

• If not all the above details are yet known, the DPO will report as much as they can 

within 72 hours. The report will explain that there is a delay, the reasons why, and 

when the DPO expects to have further information. The DPO will submit the remaining 

information as soon as possible 

• The DPO will also assess the risk to individuals, again based on the severity and 

likelihood of potential or actual impact. If the risk is high, the DPO will promptly inform, 

in writing, all individuals whose personal data has been breached. This notification 

will set out: 

o The name and contact details of the DPO 

o A description of the likely consequences of the personal data breach 

o A description of the measures that have been, or will be, taken to deal with 
the data breach and mitigate any possible adverse effects on the 
individual(s) concerned 

• The DPO will notify any relevant third parties who can help mitigate the loss to 

individuals – for example, the police, insurers, banks or credit card companies 

• The SPOC will document each breach, irrespective of whether it is reported to the 

ICO. For each breach, this record will include the: 

o Facts and cause 

o Effects 

o Action taken to contain it and ensure it does not happen again (such as 
establishing more robust processes or providing further training for individuals) 

Records of all breaches will be stored on the Trust’s secure IT network, in a drive where 

access is limited to specific staff members. 

• The SPOC and CEO and/or Principal(s) will meet to review what happened and how 

it can be stopped from happening again. This meeting will happen as soon as 

reasonably possible. 

Actions to minimise the impact of data breaches 

The Trust will take the actions set out below to mitigate the impact of different types of data 

breach, focusing especially on breaches involving particularly risky or sensitive information. 

The Trust will review the effectiveness of these actions and amend them as necessary after 

any data breach. 

 

Sensitive information being disclosed via email (including safeguarding records) 
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• If special category data (sensitive information) are accidentally made available via 

email to unauthorised individuals, the sender must attempt to recall the email as soon 

as they become aware of the error 

• Members of staff who receive personal data sent in error must alert the sender and 

the SPOC as soon as they become aware of the error 

• If the sender is unavailable or cannot recall the email for any reason, the SPOC will 

ask the IT department to recall it 

• In any cases where the recall is unsuccessful, the SPOC will contact the relevant 

unauthorised individuals who received the email, explain that the information was 

sent in error, and request that those individuals delete the information and do not 

share, publish, save or replicate it in any way 

• The SPOC will take all reasonable steps to ensure the Trust receives a written response 

from all the individuals who received the data, confirming that they have complied 

with this request 

• The DPO will carry out an internet search to check that the information has not been 

made public; if it has, they or the IT team will contact the publisher/website/social 

media application owner or administrator to request that the information is removed 

from their publication/website/ social media application and deleted 

 

Information or images shared via the Trust’s website or social media channels 

 

• If special category data (sensitive information) are accidentally made available via 

the website or social media channels (i.e. without the data subject’s consent), the 

information or image must be removed as soon as possible after the error is found. 

• The SPOC will carry out an internet search to check that the information has not been 

shared more widely; if it has, they or the IT team will contact the 

publisher/website/social media application owner or administrator to request that 

the information is removed from their publication/website/ social media application 

and deleted. 



 

35  

Data Protection Policy v3.4 3rd December 2025  

Appendix 2 – Subject Access Request Procedure 

Subject Access Requests and Educational Records Requests Procedure 

Role of the SPOC 

1. Receives, Reads, make a note of the request 

Reads the request or make a note of the request if made verbally (confirm that the 

note you have made is accurate if verbal). 

 

2. Records request on Trust log 

 
3. Validates the request 

Confirms that the requester is who they say they are and that they have a right to 

access the information (e.g. whether they have parental responsibility). 

 
4. Retrieves 

Locates all the relevant information for consideration, keeping a record of systems 

checked and the search criteria used. 

 
5. Refers to others 

Consults any individuals or departments who may have a view or may be affected 

by the release of information (e.g. safeguarding team or third parties who are 

referred to in the information). 

 
6. Redacts 

Removes any information that is either not relevant to the request or which is not 

authorised for disclosure (e.g. information about another pupil). The ‘redacted’ copy 

is what will be sent to the applicant. 

 

7. Reviews 

Once the response has been prepared (see letter template) 

sends to the SIRO or CEO for final decisions as to whether the information should be 

disclosed or not. 

 

8. Replies 

Sends approved response to the applicant in writing. This should be filed along with 

an exact copy of the disclosed information. 

 

9. Updates Trust log 

Retains copies of information and, if the information is not disclosed the reason why. 

This will enable the Trust to effectively review its response in the event of a complaint. 



 

36  

Data Protection Policy v3.4 3rd December 2025  

Appendix 3: Photography Policy 

Responsibilities 

Trust Principals are responsible for: 

• Submitting consent forms to parents, and pupils where appropriate, at the beginning 

of the academic year with regards to photographs and videos being taken whilst at 

a Trust academy. 

• Ensuring that all photos and videos are stored and disposed of correctly, in line with 

the DPA 2018. 

• Deciding whether parents are permitted to take photographs and videos during 

Trust/ academy events. 

• Communicating this policy to all the relevant staff members and the wider academy 

community, such as parents. 

Designated Safeguarding Leads (DSLs) are responsible for: 

• Liaising with social workers to gain consent for the use of photographs and videos of 

LAC pupils. 

• Liaising with the DPO to ensure there are no data protection breaches. 

• Informing the principal or head of academy of any known changes to a pupil’s 

security, e.g. child protection concerns, which would mean that participating in 

photography and video recordings would put them at significant risk. 

Parents, and pupils where appropriate, are responsible for: 

• Completing the Consent Form on an annual basis. 

• Informing the academy in writing if they wish to make any changes to their consent. 

• Acting in accordance with this policy. 

In accordance with the Trust’s requirements to have a DPO, the SPOC supported by the 

DPO is responsible for: 

• Informing and advising the Trust and its employees about their obligations to comply 

with the DPA 2018 in relation to photographs and videos at academy. 

• Monitoring the Trust’s compliance with the DPA 2018 in regard to processing 

photographs and videos. 

• Advising on data protection impact assessments in relation to photographs and 

videos at academy 

• Conducting internal audits regarding the Trust’s procedures for obtaining, processing 

and using photographs and videos. 

• Providing the required training to staff members in relation to how the DPA 2018 

impacts photographs and videos at academy. 

Overall responsibility for the appropriate use of photography within the Trust and in 

connection with an academy events rests with the Chief Executive Officer (CEO). 

Consent 

All photographs and video content are classified as personal data under the DPA 2018; 

images or video content may be used for publicity or other purposes only once informed 

consent has been provided, and it has not been withdrawn. 

[Primary academies only] Parents are responsible for providing consent on their child’s 

behalf, except where the processing is related to preventative or counselling services 

offered directly to children. 
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[Secondary academies only] Where the academy opts to provide an online service directly 

to a child, the child is aged 13 or over, and the child understands what they will be 

consenting to, the academy will obtain consent directly from the child; otherwise, consent 

will be obtained from whoever holds parental responsibility for the child, except where the 

processing is related to preventative or counselling services offered directly to children. 

[Secondary academies only] In all other instances with regards to obtaining consent, an 

appropriate age of consent will be considered by the academy on a case-by-case basis, 

taking into account whether the child understands what they will be consenting to. 

Parents and pupils are required to be aware that their child/they may be photographed at 

academy, and they have the right to withdraw consent for: 

• Photographs or video taken by members of staff for academy-based publicity and 

promotional purposes (academy newsletters/prospectus) or for anonymous use on 

the academy website. 

• Photographs or video taken by parents and other family members of children at the 

academy during academy concerts, performances, sports events and other similar 

events organised by the academy. 

• Photographs or video taken by members of the press who are on the academy 

premises by invitation in order to celebrate individual, group or academy success. 

The Trust understands that consent must be a positive indication. It cannot be inferred from 

silence, inactivity or pre-ticked boxes. 

Consent will only be accepted where it is freely given, specific, informed and an 

unambiguous indication of the individual’s wishes. 

Where consent is given, a record will be kept documenting how and when consent was 

given and last updated. 

Parents and pupils, as applicable, will be asked to complete the Consent Form on an annual 

basis, which will determine whether or not they allow their child/themselves to participate 

in photographs and videos. 

Freely given consent is valid until withdrawn. 

If there is a disagreement over consent, or if a parent/pupil does not respond to a consent 

request, it will be treated as if consent has not been given and photographs and videos will 

not be taken or published of the pupil without consent. 

All parents and pupils are entitled to withdraw or change their consent at any time during 

the academy year. 

Parents or pupils withdrawing their consent must notify the SPOC in writing. 

If any parent or pupil withdraws or changes their consent, or the DSL reports any changes 

to a pupil’s security risk, or there are any other changes to consent, the list will also be 

updated and re-circulated. 

For any LAC pupils, or pupils who are adopted, the DSL will liaise with the pupil’s social 

worker, carers or adoptive parents to establish where consent should be sought. 

Consideration will be given as to whether identification of an LAC pupil, or pupils who are 

adopted, would risk their security in any way. 

Consideration will also be given to any pupils for whom child protection concerns have 

been raised. Should the DSL believe that taking photographs and videos of any pupils would 

put their security at further risk, greater care will be taken towards protecting their identity. 

General procedures 

 

Photographs and videos of pupils will be planned before any activity. 
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Principals, as Educational Visits Coordinators (EVCs), will oversee the planning of any events 

and will seek advice from the SPOC where photographs and videos will be taken. 

Where photographs and videos will involve LAC pupils, adopted pupils, or pupils for whom 

there are security concerns, Principals will liaise with the DSL to determine the steps involved. 

When organising photography and videos of pupils, principals, as well as any other staff 

members involved, will consider the following: 

• Can general shots of classrooms or group activities, rather than individual shots of 

pupils, be used to fulfil the same purpose? 

• Could the camera angle be amended in any way to avoid pupils being identified? 

• Will pupils be suitably dressed to be photographed and videoed? 

• Will pupils of different ethnic backgrounds and abilities be included within the 

photographs or videos to support diversity? 

• Would it be appropriate to edit the photos or videos in any way (e.g. to remove logos 

which may identify pupils)? Are the photographs and videos of the pupils completely 

necessary, or could alternative methods be used for the same purpose? E.g. could 

an article be illustrated by pupils’ work rather than images or videos of the pupils 

themselves? 

The list of all pupils of whom photographs and videos must not be taken will be checked 

prior to the activity. Only pupils for whom consent have been given will be able to 

participate. 

The staff members involved, alongside principals will liaise with the DSL if any pupil, adopted 

pupil, or a pupil for whom there are security concerns is involved. 

A Trust/academy-owned digital camera will be used to take photographs and videos of 

pupils. 

Staff will ensure that all pupils are suitably dressed before taking any photographs or videos. 

Where possible, staff will avoid identifying pupils. If names are required, only first names will 

be used. 

Academies will not use images or footage of any pupil who is subject to a court order. 

The Trust will not use photographs of: 

• Children who have left a Trust academy without the consent of their parents or, 

where appropriate, the children themselves. 

• Staff members who have left the Trust without their consent. 

• Photos and videos that may cause any distress, upset or embarrassment will not be 

used. 

Any concern relating to inappropriate or intrusive photography or publication of content is 

to be reported to the DPO via the SPOC. 

 

Additional safeguarding procedures 

The Trust understands that certain circumstances may put a pupil’s security at greater risk 

and, thus, may mean extra precautions are required to protect their identity. 

The DSL will, in known cases of a pupil who is a LAC or who has been adopted, liaise with 

the pupil’s social worker, carers or adoptive parents to assess the needs and risks associated 

with the pupil. 
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Any measures required will be determined between the DSL, social worker, carers and 

adoptive parents with a view to minimising any impact on the pupil’s day-to-day life. The 

measures implemented will be one of the following: 

• Photos and videos can be taken as per usual academy procedures 

• Photos and videos can be taken within academy for educational purposes and 

official academy use, e.g. on registers, but cannot be published online or in external 

media 

• No photos or videos can be taken at any time for any purposes. 

 

General use of digital cameras 

Members of staff may be provided with a camera to record and maintain pictorial 

evidence of the lessons, behaviour, activities and events related to their pupils. 

Photos may only be taken for educational purposes and in ‘Trust or educational provision 

settings’ as mentioned above. 

The use of personal cameras, mobile phone cameras or other recording equipment is 

prohibited on Trust premises at all times. 

The Trust-owned cameras are located in cabinets. Members of staff are responsible for 

making sure that the camera is locked away after use in the filing cabinet at the end of the 

day. 

Each camera will be clearly numbered/labelled or identified as belonging to the 

academy/member of staff. 

Members of staff are not allowed to bring in personal cameras without prior permission. If 

personal cameras are allowed to be brought in due to a specialist requirement or defective 

equipment, the memory card should be shown to be empty, and images downloaded to 

the Trust’s server. 

Members of staff are not allowed to take Trust cameras or memory cards home. 

Cameras are not permitted to be taken into the toilet/or swimming pool/changing area. If 

necessary (e.g. photographs of pupils washing their hands), then prior permission needs to 

be sought from principals. Staff members are required to be supervised while carrying out 

this activity. 

Staff or other adults are not permitted to take photographs of pupils in vulnerable 

circumstances, such as when they are upset or inappropriately dressed. 

Members of staff and the Trust community are required to report inappropriate use of digital 

cameras and images to Principals. If it is found that any incidents raise child protection 

concerns, immediate action will be taken in consultation with the DSL. 

Other Trust-owned devices 

Where Trust-owned devices other than digital cameras are used, images and videos will be 

provided to the academy at the earliest opportunity and then removed from the devices. 

Staff will not use their personal mobile phones, or any other personal device, to take images 

and videos of pupils. 

Photographs and videos taken by staff members on academy visits may be used for 

educational purposes, e.g. on displays or to illustrate the work academies, where consent 

has been obtained. 

Digital photographs and videos held on the Trust’s drive are accessible to staff only. 

Photographs and videos are stored in labelled files, annotated with the date, and are only 

identifiable by year group/class number – no names are associated with images and 
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videos. Files are password protected and only staff members have access to these 

passwords – these are updated termly to minimise the risk of access by unauthorised 

individuals. 

Storage and retention 

As per the DPA 2018, images obtained by the Trust/academies will not be kept for longer 

than necessary; retention periods for the different types of personal data are outlined in the 

Trust’s Record Management Policy. 

Hard copies of photos and video recordings held by the Trust/academies will be annotated 

with the date on which they were taken and will be stored in the academy offices. They will 

not be used other than for their original purpose, unless permission is sought from Principals 

and parents of the pupils involved and the SPOC has been consulted. 

Where a parent or pupil has withdrawn their consent, any related imagery and videos 

involving their child/the pupil will be removed from the Trust/academies drive immediately. 

When a parent withdraws consent, it will not affect the use of any images or videos for which 

consent had already been obtained. Withdrawal of consent will only affect further 

processing. The Trust should only stop using such images when a Right of Erasure request has 

been exercised by the child and granted by the Trust. 

Where a pupil’s security risk has changed, DSLs will inform Principals immediately. If required, 

any related imagery and videos involving the pupil will be removed from the 

Trust/academy’s drive immediately. Hard copies will be removed by returning them to the 

parent/pupil or by shredding, as appropriate. 

Official Trust/academy photos are held on SIMS alongside other personal information and 

are retained for the length of the pupil’s attendance at the academy, or longer if necessary, 

e.g. due to a police investigation. 

Images taken on the camera must be downloaded as soon as possible on to an academy 

computer/laptop, ideally once a week. 

Members of staff are responsible for ensuring that images are safely stored, particularly on 

memory sticks and hard drives. They must take reasonable measures to ensure that they do 

not come into the possession of unauthorised persons. 

No digital image will be altered or enhanced in any way by any member of staff, unless 

given prior permission by their principle to do so. 

Staff members are responsible for ensuring that edited images do not mislead or 

misrepresent. They must not edit images which result in their subject being vulnerable to 

embarrassment, teasing, bullying or abuse. 

If the memory card for individual academy cameras needs to be replaced, then the 

replaced memory card will be destroyed to ensure that no images can be recovered. 

Members of staff must remember that, even when images are physically deleted from a 

camera or memory card, the camera or the memory card must be appropriately disposed 

of to ensure that no imprint remains. 

Appropriate use of images under the DPA 2018 

Photographs are used by the Trust/academies for many reasons and the different uses for 

the same image should be considered separately, as each photograph and use will 

potentially have different conditions for processing. 

Photographs used for marketing purposes. 

Photographs will not be used for marketing purposes unless the Trust/academy has specific 

informed consent for the images and the images are only used in line with the consent 

provided. 
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Photographs in the Trust environment relating to education. 

These photographs may be essential for performing the public task of the Trust/academy, 

but once the pupil has left an academy this argument is insufficient. If the Trust/academy 

wishes to display the image beyond the pupil’s time at a Trust academy, the pupil’s 

permission will be obtained. If permission is not granted, the image will be removed. 

When gaining consent, including when initially taking the photograph or when the purpose 

of the image has changed, the pupil, or where appropriate their parents, will be informed 

of the retention period pertaining to the use of the image. If the image is still on display after 

the retention period stated in the privacy notice used to gain consent, the academy will be 

in breach of data protection sharing of images. 

All images taken by Trust members of staff or volunteers remain the property of the Trust. 

Images must not be shared with anyone outside the Trust or held for private use. 

No digital image will be uploaded onto any internet/intranet system without the express 

permission of the child’s parent/carer. 

Images may under no circumstances be emailed or shared via private e-mail accounts 

unless a parent has asked for a photo of their child to be sent to them. 

Unless specific prior consent has been obtained, members of staff and volunteers must not 

post academy images on personal pages of social networking sites or other websites. 

Use of a professional photographer 

If the Trust decides to use a professional photographer for official Trust photos and events, 

the principal or head of school will: 

• Provide a clear brief for the photographer about what is considered appropriate, in 

terms of both content and behaviour. 

• Issue the photographer with identification, which must be worn at all times. 

• Let pupils and parents know that a photographer will be in attendance at an event 

and ensure they have previously provided consent to both the taking and 

publication of videos and/or photographs. 

• Not allow unsupervised access to pupils or one-to-one photo sessions at events. 

• Communicate to the photographer that the material may only be used for the 

Trust/academy’s own purposes and that permission has not been given to use the 

photographs for any other purpose. 

• Ensure that the photographer will comply with the requirements set out in the DPA 

2018. 

Ensure that if another individual, such as a parent or governor, is nominated to be the 

photographer, they are clear that the images and/or videos are not used for anything other 

than the purpose indicated by the Trust/academy. 

Permissible photography and videos during Trust/academy events 

If the Trust permits parents to take photographs or videos during a Trust/academy event, 

parents will: 

• Remain seated while taking photographs or videos during concerts, performances 

and other events. 

• Minimise the use of flash photography during performances. 

• In the case of all Trust/academy events, make the focus of any photographs and/or 

videos their own children. 

• Avoid disturbing others in the audience or distracting pupils when taking 

photographs or recording videos. 
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• Ensure that any images and recordings taken at Trust/academy events are 

exclusively for personal use and are not uploaded to the internet, posted on social 

networking sites or openly shared in other ways. 

• Refrain from taking further photographs and/or videos if and when requested to do 

so by staff. 


